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EU General Data Protection Regulation (“GDPR”)

Regulation (EU) 2016/679 on the protection of personal data.
General Data Protection Regulation (GDPR)

Quick Links
How the General Data Protection Regulation (GDPR) Will Specifically Affect
Healthcare
https://www.csoonline.com/article/3269453/security/how-the-general-data-protection-regulationgdpr-will-specifically-affect-healthcare.html

General Data Protection Regulation (GDPR)
https://ico.org.uk/media/for-organisations/data-protection-reform/overview-of-the-gdpr-1-13.pdf

https://www.eugdpr.org/

At its core
Personal data of European Union residents is the individual’s property

Informed Consent: The right to be clearly informed why the data is needed and how it will be used. Consent must
be explicitly granted and can be withdrawn at any time.

Access: The right to access, free of charge, all data collected, and to obtain confirmation of how it is being
processed.

Correction: The right to correct data if inaccurate.

Erasure and the Right to Be Forgotten (RTBF): The right to request erasure of one’s data.

Data Portability: The right to retrieve and reuse personal data, for own purposes, across different services.
Article 5 the GDPR posits that:






Collected for specified, legitimate and explicit purposes and not processed in a way which is incompatible with
them.
Processed lawfully, fairly and in a transparent manner.
Processed to ensure appropriate security of data.
Accurate and kept up to date.
Controlled by a controller who is responsible for the data and able to demonstrate compliance.

Exclusions

Data has been given with explicit consent from the owner

Processing data is necessary to the “vital interests” of the patient/provider

Processing is needed for the purposes of preventative or occupational medicine

Data is necessary for the good of the public health
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The increase in healthcare financing is expected to satisfy
some of the critical needs but newly adopted access
restrictions risk worsening health outcomes.
•public spending plans for 2020 remain well below the EU average.
•State- funded health services are set to be linked to the payment of social contributions
from 2019.
•Population groups excluded from the full access to public services can opt-in by making
voluntary health contributions. As a result, part of population stand to lose access to the full
basket of healthcare services.

•Latvia's business environment is generally favorable, although the judicial system and
public procurement continue to pose challenges.

•trust in the judiciary remains relatively low. Furthermore, there are challenges with respect
to competitiveness and transparency of the public procurement process.

(nepotism as a form of corruption)

Corruption remains a challenge for the business environment, the delay in
legislating on whistle-blower protection is detrimental to
improving the accountability and efficiency of public
administration

Interest group impact on E-health implementation in Latvia
SHS Web of Conferences 40, 02001 (2018)
I. Bikava and I. Kreituse
Rīga Stradiņš University, Riga, Latvia

•
•
•
•
•

Patients – patient organizations and the Patients’ Ombudsman Office
(little support)
Medical staff – professional organizations of doctors which are widely known Association of Doctors, two
Associations of General Practitioners, The Union of Health and Social Care Employees of Latvia (no support)
Healthcare institutions – Latvia Hospital Association, Hospitals (neutral)
Pharmacy – Pharmacy Owners’ Association and Pharmacists’ Society of
Latvia. (strong support)
Health insurance companies are represented by Latvian Insurers Association (strongest support)
(HIV. Hep C clauses; coverage vs denial, good elf effect)

•

GP Association (strong rejection with indication to data breach)

Implementation of the eHealth Project in Latvia: Project audit perspective
Emils Pulmanis
University of Latvia, Professional association of project managers (2017)

The planning documents prepared - Guidelines „E-health in Latvia” and the implementation plan for
years 2008 – 2010 - do not reflect the actual current situation; not all of the activities planned in
the guidelines are being developed; the financing does not comply with the planned scope or the
time frames; and priorities for implementation of the e-health have changed.

•Up to 17% of health care professionals have no access to an internet connected computer at their
workplaces;
•computer and internet literacy of up to 41% of health care professionals are average or weak;
•only 11% of health care professionals and pharmacists are duly informed about the project;

Safety audits of the e-health information system have been undertaken only in the test environment
with the system not being fully functioning and without involvement of the safety manager of the
information systems. Also the National Health Service has not summarized nor assessed at the top
level the results of external safety audits

In the e-Health information system all patients medical records are freely accessible for all medical
professionals without any consideration of their actual daily work requirements. Such wide access
to so much information is contradictory to the recommendations given by European advisory
institutions, and thus it will initially lead to unsubstantiated cases of data processing, damaging
public trust in the system (GP support)

LIMBO EFFECT in E-HEALTH

(potential data breach)

Latvian Infectology Center-A-Clinic (old pipeline)
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4 digit number used along
with Social Security number
4 digit number assigned

Non-HIV medical staff now has access
to records

LIMBO EFFECT
Pharmacies have now full record of prescription drugs used (including Hep C and HIV)

RECOMMENDATIONS TO EC

Keep Issuing Reports, particularly on E-Health performance and any potential data breach
Have a Look and Issue Reports on Insurance Industry performance in Latvia
(subsidiary companies with base in Germany, Switzerland, Finland, and Austria)
(Latvia is the second highest across OECD countries, at 39% out – of- pocket)

Efficient E-HEALTH require proper funding: EC should recommend in its future reports
to slash its expenditure on arts and divert it towards healthcare
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